"H#'SR)*+, &H#+./012%"$*234/#2.]
* (5$26/"7(/18*3"[*9/":#%(/;3</=F)(

"#PPN&' ) +,#-(&#/0&# 12(348&/66 7#*8
O:1



Y08 () -

AN —— - . "#/0%1*-1*20
#%&,'0340"0)%534067

(")*+!’"1& -




Y08 () -

"#H#E%N&E' ——

4" +51*66*& —

(Yo)tt+, =" "+ 9% &, ),
%).0,/4* 5., 1%, +23*#,

("H#7,%/+6/+8,
H+068* 2),",.%92),::



Y08 () -

"#H#E%N&E' ——

A" +Bl*==*g —

(Yo)tt+, =" "+ 9% &, ),
%).0,/4* 5., 1%, +23*#,

. ("#<,%/+=/+>,
#+%&*',2),",.%72),7@

48" 82*#,3"0,&/)) f.1,,3")0,+23%
5*676,."8FO" * #*&-*& "++"9:#:6,

L




Y08 () -

CHASNE —— A 0"H?-%42@421-
B",ZCI)@@)g #2%&)"*1'"',%.*1'(A

0%1)#2-)3",4"2%&H#-1))!- 8'3)&#" &*#-1"5-&AT------T"15-2*7)#-
0%01,5-4H)F~------6)$-2* 7 )#- 9):.:-,"8.) :#<" ) -#H)&3)&-"22"<=H>:-

O#*&"+,)-.%" /-
"#$%8&' ()% *+,-$%"))"-#.%/ "' 0%&1 % 2" #IAB %% % %% %% %/ 0%),%-, 26 ()$%, 7$'%



"HHSY &, () 1+ -

Password F . Hash output:

stored in a login DB

Salt/Pepper —

Honest evaluators need Adversaries may run = many times
only use | few times (e.g. large-scale server attacks).

Desirable goal:
Make brute-force attacks hard by making [ hard to compute over many hashes.

(Not implied by traditional hash function guarantees like collision-resistance.)
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I “ST” = “Space-Time” = max (peak) memory usage x time

Memory Usage

Time



ST-Complexity

 Limitation: does not capture amortization

Not robust to
amortization
attacks!

Memory usage
Memory usage

- - - Total usage

N NL O NS

3
>

Y

Time Time

Honest evaluations Multiple adversarial evaluations of g
(f & g have same ST-complexity)
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Cumulative Memory Complexity (CC) [AS15]

e Caveat: Could still result in different hardware costs (e.g. one time
cost or cost varies with time)

Same CC but different cost i.e. cost is not uniform w.r.t. time

Memory Usage Memory Usage

Time Time



Sustained-Space Complexity (SSC) [ABP17]

* SSC,: Space usage = N is sustained for a period of time

Memory Usage N

I" space for #$%ime

T/2

Time



Sustained Space Complexity (SSC) [ABP17]

* SSC,: Space usage = N is sustained for a period of time

Memory Usage

N space for T/2 time

T/2

Time

SS,

T/2 |

Inherently parameterized notion
(what’s the most informative N for a given situation?)
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I SSC,: Space usage 2 N is sustained for a period of time

Memory Usage

N space for T/2 time

43

Time

43

Inherently parameterized notion
(what’s the most informative N for a given situation?)
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Static-Memory-Hard Functions (SHFs)

* (Parallel) random oracle model

* Syntax:
* A static-memory hash function family

HO = {h9 : {0,1}* — {0,1}*}.en

is described by deterministic oracle algorithms (1, Hs):




Static-Memory-Hard Functions (SHFs)

* (Parallel) random oracle model

* Syntax:
A staticc-memory hash function family

HO = {h2 :{0,1}"" — {0,1}"}ren
is described by deterministic oracle algorithms (1, Hs):

. i K (R is a “big string” or “lookup table” and
One-time setup: p—
P 7_[1 ( ]- ) R H, is a succinct description of how to generate R)

. _— R K (H, computes the correct hash output on input x,
Online computation: 7_[2 (1 y ZE) T hK, ('/'E) and has oracle access to the output of H,)
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Static-Memory-Hard Functions (SHFs)

 Adversary model: 2-part adversary (A1, .Az2)
* A, outputs a “big string” R’ (think of this as the adversary’s static memory)

* A, tries to output correct pairs (x,h(x)) given oracle access to R’
Intuition: A, shouldn’t be able to correctly guess more pairs than fit in R’




I"#"$%/emory-Hard Functions (SHFs)

 Adversary model: 2-part adversary (A1, .Az2)
* A, outputs a “big string” R’ (think of this as the adversary’s static memory)

* A, tries to output correct pairs (x,h(x)) given oracle access to R’
Intuition: A, shouldn’t be able to correctly guess more pairs than fit in R’

e Security guarantee (informal): (A, A, 7, g)-hardness
Any adversary(A;1,.As) that produces > g correct input-output pairs of the
hash function must either

* have A, produce A-A static memory (i.e., |R"|>A-A) or
* have A, use A dynamic memory sustained over T time-steps
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Graph Pebbling and PROM

* Given a DAG, computation of the hash result follows from rules of our
black-magic pebble game

* Computation in parallel model

Delete any number of
pebbles at any time
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Functions Defined by DAGs

* Function defined by DAG:
* Magic pebbles represent stored labels

* Label each node via recursive function where a black pebble represents
computing a label:

O(v,!) if indeg(v) = 0

label V) =
abelor (V)= 5y labelo.: (pred(v)) if indeg(v) > 0.
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- O(v,!) if indeg(v) = 0
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Functions Defined by DAGs

* Function defined by DAG:
* Magic pebbles represent stored labels

* Label each node via recursive function where a black pebble represents
computing a label:

O(Ua C) if indeg(v) =0 Magic pebbles
O(v, labelp ¢(pred(v))) if indeg(v) > 0. represent stored

labels (or equiv.)

labelp ¢(v) = {

labelp ¢(v) —

Black pebbles represent
label computation



Functions Defined by DAGs

* Function defined by DAG:
* Magic pebbles represent stored labels

* Label each node via recursive function where a black pebble represents
computing a label:

O(’U, C) if indeg(v) =0 Magic pebbles
O(v, labelp ¢(pred(v))) if indeg(v) > 0. represent stored

labels (or equiv.)

labelp ¢(v) = {

label(g,! (V) —_—

Memory complexity represented by (".% Black pebbles represent
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Static-Memory-Hard Function Definition

e (H1,Ho): H1computes static table of values via black-magic pebble game
* One-time set-up computation

« Ho queries for values in table provided hash function input
* Many queries over entire period of use

« Ho construction:
* Oninput X and given oracle access to Seekr where R is the string output
from H;y
I"H#E0H& " ()'"* !
"#$%&'()"*+, | 1
X— — Po = O(X) L1 [IR]]— v =Seekr(!) — (I/O-/Ol
X+1— O —— p1 = O(x+1) -yl ps
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